COMTECH
GUARDIAN CYBERSECURITY

CYBERSECURITY DESIGNED FOR
PSAP OPERATIONS

Comtech’s Guardian Cybersecurity
services offer full cybersecurity
protection including:

»

»

»

»

24/7 Security Operations Center
(SOC) monitoring of your
systems

Continuous threat monitoring
detection, and response (EDR)

Vulnerability monitoring,
remediation and recovery
assistance

Customization packages based
on requirements, footprint and
stage of NG9-1-1 evolution
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With the move to Next Generation 9-1-1 (NG9-1-1) systems, Public Safety
Answering Points (PSAPs) face new, more sophisticated, and potentially
devastating cybersecurity threats. A single cybersecurity breach can
compromise or cripple PSAP operations for hours, days, even weeks. To
ensure stability in public safety infrastructure, every PSAP must implement a
layered cybersecurity strategy that helps prevent, detect, and quickly recover
from cyberattacks.

PROTECT CRITICAL PUBLIC SAFETY INFRASTRUCTURE

Guardian Cybersecurity offers complete turnkey, enterprise-grade services
that combine Comtech's deep understanding of PSAP operations and
strength in public safety with expertise and technologies from leading
cybersecurity agencies to meet the distinctive cybersecurity requirements of
PSAPs at each stage of their NG9-1-1 evolution.

With Guardian Cybersecurity service, PSAPs of any size, can dramatically
reduce their cybersecurity risk and exposure, while knowing they're supported
by a dedicated team of cyber and public safety professionals.

Guardian Cybersecurity eliminates the need for PSAPs to source, manage,
and pay for a variety of cybersecurity solutions or having to employ an in-
house cybersecurity team. With Guardian, PSAPs can rest assured they are
protected by a team that understands the unique environment PSAPs
operate in allowing you to focus on your emergency response service.
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STAY AHEAD OF CYBERTHREATS
Rely on a fully managed Security
Operations Center (SOC) and the
expertise of highly trained security
analysts to proactively identify
potential cyberthreats against any of
your IT systems and immediately
provide mitigations 24/7.

With our Continuous Threat
Monitoring, Detection, and Response
service, you gain peace of mind
knowing that a highly trained team of
security analysts using sophisticated
intrusion detection system (IDS) and
security information and event
management (SIEM) software is
continuously monitoring your systems
in real time. If threats are detected, we
work with you to implement the
required remediation and recovery
steps, providing fast access to
additional professional services when
needed.

To keep you up to date, our monthly
subscription service includes regular
reports summarizing all of the
cybersecurity alerts received for your
systems, the actions that were taken,
and the latest assessment of your
overall cybersecurity status.
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MINIMIZE CYBERATTACK IMPACTS
Count on our Comtech support
team when you need it most. Our
Remediation and Recovery
Assistance service provides the
guidance and support your teams
need to quickly resolve cyber
vulnerabilities and recover from
cyberattacks should they occur. If
you need more assistance, we can
also step in and implement the
appropriate remediation and
recovery initiatives.

Our professional services contracts
give you the flexibility to choose
the optimal level of assistance for
your organization and the impacts
you've experienced.
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A COST-EFFECTIVE APPROACH
With Comtech’s highly flexible,
operating expenditure (OPEX)-
based pricing models and our
partnerships with leading IT security
specialists, even the smallest PSAPs
can afford to implement the very
best cybersecurity strategies and
technologies available today.

»  Monthly subscriptions and
individual professional services
contracts align cybersecurity
costs with PSAP budgets

»  Pricing based on IT footprint
aligns cybersecurity costs with
PSAP size

» A pay-as-you-grow model
aligns cybersecurity costs with
PSAP expansion plans

Comtech Telecommunications Corp. is a leading global technology company providing terrestrial and
wireless network solutions, next-generation 9-1-1 emergency services, satellite and space communications
technologies, and cloud native capabilities to commercial and government customers around the world. Our
unique culture of innovation and employee empowerment unleashes a relentless passion for customer
success. With multiple facilities located in technology corridors throughout the United States and around the
world, Comtech leverages our global presence, technology leadership, and decades of experience to create
the world's most innovative communications solutions. For more information, please visit www.comtech.com.
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